


Agenda 

• Introduction
• Why Microsoft 365
• What to do
• How to migrate
• Q&A
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Enterprise Content Management 
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Collaborative 
content

Transactional 
content

Archived 
content

Case management

Document management

Document centric 

collaboration

Records management

Email management

Archiving

Imaging

Workflow

Templates

Version control

Audit trail 

Immutability

Retention

Disposition review

Search

Metadata

Taxonomies

Links

Access control

Redaction

Notifications

Numbering

OCR/ICR
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Content analytics

Ease of configuration

Integration with enterprise systems and interoperability

Mobile device access

Overcoming information sprawl and data silos

Speed and responsiveness to changes

Usability and intuitive designHow well do your 

existing 

IM/DM/RM 

systems meet 

your needs in the 

following core 

areas? -- % 

saying “fails” or 

“struggles” 

ECM: Expensive, Complex, and Minimal 



Replace legacy ECM with M365

• Define use cases, not features

• Plan for continuous improvements, not install and forget

• Try to make it simple, smart, safe, secure, scalable, and sexy
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Identify 
personas

Gather use 
cases

Cluster use 
cases

Prioritize use 
cases

Proof of 
concepts

Pilots
Phased 

implementations



Transform content management
Microsoft Office Apps

ECM

ERP

Archiving/ Record 

Management

SharePoint on-premise

Network Shared drives

Custom Apps

ECM

LOB ApplicationOutlook

Exchange 

Server

Microsoft Office Apps ERPCustom Apps* LOB ApplicationOutlook

Microsoft Azure

Teams Client

SharePoint Online

Security and Governance

Exchange Online
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*Examples include Digital Signatures app, Meeting Decisions app, Unique Number Generator app, Authority Relations SharePoint site, Physical 

Records Management SharePoint site



Why M365



Top security challenges with Data

Insufficient visibility 

and controls 82%
of leaders cited leakage 

of sensitive data as 

their main concern. 

Overreliance and ethical 

concerns on AI outputs 73%

of leaders worried about 

ingress of inaccurate data 

and hallucinations; 57% 

concerned about harmful, 

biased, or distressing output.

Increased regulatory 

liability and uncertainty
55%

of leaders lack  

understanding of how 

AI is and will be 

regulated, amongst 

different industries.

* % of CISOs and Security Decision Makers (ISMG First Annual Generative AI Study: Business rewards vs. Security Risks)

of leaders expect to 

continue banning all 

use of AI in workplace.

48%

https://microsoft.sharepoint.com/:b:/t/NarrativeTeamsTeamsTeam/EWrWw-W3zY1CpTzieNisdCkBUvAJzrL0AIt3YaYKno4TTQ?e=FGbQLU


Insufficient visibility into the usage of Data can result in security and compliance challenges.

1

Data leak:

Users may inadvertently leak sensitive 

data to external party

2

Data oversharing:

Users may access sensitive datas they 

are not authorized to view or edit

Project x

3

Non-compliance usage:

Users use AI apps to generate unethical 

or other high-risk content

COMPLIANT

Security concerns associated with Data usage



Data security incidents can happen anytime anywhere 
Data doesn’t move itself; people move data

Received a confidential 

file via email

Email

Shared a copy of the 

file with a few 

colleagues via Teams

Messages

Uploaded a copy to 

a personal Dropbox 

account to share with 

external vendors

Cloud apps

Downloaded a copy 

of the file to devices 

to work offline

Devices

Data leak Data hoardingData expose

Inadvertent 

Malicious

Downloaded and 

deleted an unusual 

volume of confidential 

files from SharePoint

Shared storage

Sent a copy of one

file to an external 

recipient via email

Email

Uploaded two 

confidential files to a 

personal Dropbox 

account

Cloud apps

Printed one 

confidential file

Saved three confidential 

files to a USB

Devices

Data sabotage Data theft Data theft Data theft



The most urgent 

data security 

challenges

• Discover sensitive data, whether 

structured or unstructured,

on-premises or in the clouds

• Secure configuration to prevent 

sophisticated attacks

• Detect how users are

interacting with data and

identify insider risks

• Ensure your data remains secure 

from data leakage and data 

exfiltration activities



Why Microsoft 365 is Safe : Purview

Comprehensive data security
Secure data across its lifecycle, 

wherever it lives

Risk and compliance posture
Manage critical risks and regulatory 

requirements

Data Loss Prevention 

Insider Risk Management 

Information Protection

eDiscovery

Data Lifecycle Management

Communication Compliance

Records Management

Compliance Manager

Unified Platform: Data Map, Data Classification, Data Labels, Audit, & Data Connectors

Secure and govern your data

Modern data governance
Govern data seamlessly to empower 

your organization

Business & Data Glossary

Data Catalog

Data Quality Management

Master Data Management

Data Estate Health Insights



Copilot for Microsoft 365 is transforming work

60%
of leaders say a lack of innovation

or breakthrough ideas is a concern

64%
of people have struggled with finding 

time and energy to get their work done

70%
of people indicated they would 

delegate as much as possible to 

AI to lessen their workloads

68%
said Copilot improved 

the quality of their work

70%
said Copilot made 

them more productive

77%
said they didn’t 

want to give Copilot up

Work trend Index Annual Report: Will AI Fix Work? Microsoft. 9 May 2023 | Microsoft Work Trend Index: What can Copilot’s Earliest Users Teach Us About Generative AI at Work?: Microsoft. 15 November 2023

https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work
https://aka.ms/WTI


Discover AI risks associated with 

data, users, and AI apps

Identify sensitive data in AI 

interactions with 300+ 

pre-built classifiers

Sensitive info 
types

Credential SITs

Named entities
Context-based 
classification

Exact data 
match

OCR

Trainable 
classifiers

Fingerprint 
SITs

Understand user activities and 

detect risky access with curated 

and correlated detections

Users who visited AI apps

7.1K

High Risk Medium Risk Low Risk None

Discover risky and unmanaged 

apps in use with a catalog of 

hundreds of AI apps

Risk score

47 MB

Total

Traffic from 

high risk apps

Traffic from 

medium risk apps

Traffic from 

low risk apps



Protect AI apps and sensitive data in prompts and 

responses

Protect sensitive data in AI 

interactions automatically with 

persistent labeling policies and 

DLP

Confidential

Detect and respond to threats in 

Copilot with out-of-the-box 

threat protection

Approve, restrict, or block access 

to AI apps based on identity risks 

and the risk posture of AI apps

9

5

2



Govern Copilot usage to comply with regulatory and 

code-of-conduct policies

Manage data lifecycle, including 

data that can be processed by 

Copilot, prompts, and responses, 

with retention policies

Detect regulatory or code of 

conduct violations in Copilot 

with ML-powered 

communication compliance

Confidential projects

Corporate sabotage

Regulatory collusion

Investigate potential incidents 

and respond to litigations with 

audit logs and eDiscovery

John Doe project obsidian|

16



Secure future initiative (sfi)

Secure by design Secure by default Secure operations

Security culture and governance

Protect
identities and 

secrets

Protect tenants 
and isolate 

production systems

Protect 
networks

Protect
engineering

systems

Monitor
and detect

threats

Accelerate 
response and 
remediation

Continuous improvement

Paved path Standards

Continuous improvement

Paved path Standards



People
INFOTECHTION - PROVENTEQ

Technology

PURVIEW - COPILOT

Process

SFI (Secure Future Initiative)

Microsoft’s approach to data security 
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What to do



Common Migration Scenarios
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User Home 
Directories

Team/Project 
Collaboration 

spaces

Departmental 
Fileshare

Large File 
Stores

Application-
Focused Data 

/ Backups

Archival 
Storage



A Reference Architecture
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Leverage Microsoft Purview Extensions to Discover and Classify Data 
Microsoft Azure Cloud

Rules and 
Policies

Data 
Discovery

Data 
Classification

Data 
Protection

Lifecycle 
Governance

Archival

Data 
insights

Insights led 
workflows

Workspace 
provisioning

Access 
Governance

Microsoft Purview
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i-ARM addon for Purview

Microsoft365 Network Files Cloud Files On-premises structured Cloud structured

Outcomes

Global regulations



Recommendations
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Lift and Shift to M365

Resist

The data quality, file types, usage, 
sensitivity.

Discover

The data and migrate to cloud 
services that best support the use 

cases

Protect and Govern



Case Study – HPE TRIM:M365 migration
Disposition

▪ Records can be migrated to new 

SharePoint Sites or an existing 

Site.

▪ Legacy Centre site owners can 

submit a ServiceNow request to 

move records from Legacy 

Centres to existing SharePoint 

sites

▪ All records migrated from TRIM 

are mapped to ‘Document 

Libraries’ in SharePoint Online

▪ A minimum set of metadata is 

proposed to ensure record 

retention and referential integrity 

is maintained.

▪ Where a Workgroup contains 

items more than SharePoint limit 

for a library, then additional 

libraries are automatically created

▪ Access Control Lists (ACLs) are 

different between TRIM and 

SharePoint Online.

▪ Access Controls are added as a 

group, at the site and / or 

Document Library level

▪ Hyperlinks are re-directed to avoid 

broken links.

▪ Managing retention integrity is a 

key aspect of migration to ensure 

all record retentions and 

disposition dates remain 

unchanged during migration

▪ Data clean-up with AI Purview AI 

models to identify data of long-

term value and apply a short-term 

retention to the rest of the data.

▪ SharePoint tenant cannot have 

automatic disposition switched off

▪ Records set for disposition in 

TRIM will be automatically 

deleted in SharePoint on the 

exact date

▪ Expiration status date = Created 

date (day & month) + ‘Date Due 

for Destruction’ (year)

Information ArchitectureRecord Mapping Governance

Disposition 
Type

Disposition 
Date

Manual End of Year

Automatic Exact Date



Mapping records: HPE - Sharepoint

▪ Hub Sites – top level collection of SharePoint sites, enabling 

navigation to associated sites

▪ Library – a collection of records defined by Workgroup and / or 

security classification(s) as per selected site structure

▪ Folders  / document sets providing further structure to support 

related records.

EXAMPLE TRIM Workgroup 

▪ TRIM adopts the concept of a container hierarchy

▪ Electronic Records or information (metadata) about Physical 

Records are stored in Record containers known as Workgroups

▪ Workgroups may / may not have been attributed to a known 

Line of Business, Business or Function in TRIM

EXAMPLE SharePoint Site Structure

Hub

Associated



Key Outcomes

#26

75 TB of data 
migrated to Microsoft 

Cloud

Microsoft Purview 
based automated 
data security and 

retention 
classifications

Records searchable 
from Microsoft 

search with other 
data

A single platform for 
integrating Physical 

records lifecycle with 
Digital records.



Published Microsoft Success Stories

https://customers.microsoft.com/en-us/story/1511233412897677008-food-

standards-agency-government-microsoft-purview 

https://customers.microsoft.com/en-us/story/856258-equinor-energy-microsoft-365-

security-compliance 

https://customers.microsoft.com/en-us/story/1511233412897677008-food-standards-agency-government-microsoft-purview
https://customers.microsoft.com/en-us/story/1511233412897677008-food-standards-agency-government-microsoft-purview
https://customers.microsoft.com/en-us/story/856258-equinor-energy-microsoft-365-security-compliance
https://customers.microsoft.com/en-us/story/856258-equinor-energy-microsoft-365-security-compliance
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How to do it



Preparing for migration

#29



Key challenges while migrating from non-
Microsoft ECM & file shares to M365

#30



Readiness for SharePoint Premium 
(SPP), Purview & Copilot for M365

#31



#32



Questions & Answers
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Call to action

• Schedule a call to discuss your requirements

o In North America: contact Mike Alsup at Mike.A@infotechtion.com

o In Europe: contact Per Sivertsen at Per.S@infotechtion.com

o In United Kingdom: contact Maria Lim at Maria.L@infotechtion.com

o In Nordic: contact Torgeir Thorsteinsson at Torgeir.T@infotechtion.com

#34

mailto:Mike.A@infotechtion.com
mailto:Per.S@infotechtion.com
mailto:Maria.L@infotechtion.com
mailto:Torgeir.T@infotechtion.com

	Slide 1
	Slide 2: Agenda 
	Slide 3: Enterprise Content Management 
	Slide 4: ECM: Expensive, Complex, and Minimal 
	Slide 5: Replace legacy ECM with M365
	Slide 6: Transform content management
	Slide 7: Why M365 
	Slide 8: Top security challenges with Data
	Slide 9: Security concerns associated with Data usage
	Slide 10: Data security incidents can happen anytime anywhere 
	Slide 11: The most urgent data security challenges
	Slide 12: Why Microsoft 365 is Safe : Purview 
	Slide 13: Copilot for Microsoft 365 is transforming work
	Slide 14: Discover AI risks associated with  data, users, and AI apps 
	Slide 15: Protect AI apps and sensitive data in prompts and responses
	Slide 16: Govern Copilot usage to comply with regulatory and code-of-conduct policies
	Slide 17: Secure future initiative (sfi)
	Slide 18: Microsoft’s approach to data security 
	Slide 19
	Slide 20: Common Migration Scenarios
	Slide 21: A Reference Architecture
	Slide 22
	Slide 23: Recommendations
	Slide 24: Case Study – HPE TRIM:M365 migration
	Slide 25: Mapping records: HPE - Sharepoint
	Slide 26: Key Outcomes
	Slide 27: Published Microsoft Success Stories
	Slide 28
	Slide 29: Preparing for migration
	Slide 30: Key challenges while migrating from non-Microsoft ECM & file shares to M365
	Slide 31: Readiness for SharePoint Premium (SPP), Purview & Copilot for M365
	Slide 32
	Slide 33: Questions & Answers
	Slide 34: Call to action

